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Sub-processor risk summary for Cobalt Cloud Services
See the failure before it happens.


Cobalt Cloud Services Vendor Risk Summary
This summary records the sub-processor risk position for Cobalt Cloud Services in connection with Aurora Dynamics service delivery.
	Cobalt shall notify Aurora of a security incident within 72 hours.


1  Vendor Role
Cobalt Cloud Services provides cloud infrastructure services used by Aurora Dynamics to support hosting, resilience, monitoring, and operational continuity for selected production workloads.
Aurora Dynamics remains responsible for customer-facing service management, access governance, incident coordination, and oversight of sub-processor performance.
For vendor role, the response or operating record shall be detailed enough for procurement, legal, engineering, delivery, and service teams to understand the obligation without a clarification call. Evidence shall identify accountable roles, review cadence, assumptions, and the control used to confirm continuing performance. Reference 1.
The party responsible for vendor role shall maintain a durable audit trail showing decisions, approvals, exceptions, issues, and remediation activity. Assertions that cannot be linked to an operating process, measurable threshold, or named owner may be treated as unsupported during review. Reference 2.
Where vendor role depends on information from another team, the dependency shall be stated explicitly with timing, format, escalation path, and consequences of delay. Silence, broad reservation, or informal side agreement shall not change the written obligation. Reference 3.
Governance for vendor role shall be practical rather than ceremonial: the parties expect clear agenda items, current risk status, evidence-based decisions, and prompt escalation before a service, security, commercial, or delivery issue becomes material. Reference 4.
Records for vendor role shall be retained in a form that permits reconstruction of the relevant event, approval, calculation, or service decision. The record should be understandable to a reviewer who was not present when the matter was originally discussed. Reference 5.
2  Security Incident Notification
Cobalt shall notify Aurora of a security incident within 72 hours.
The notification is expected to include known facts, affected services, preliminary containment status, available indicators, and a nominated coordination contact.
For security incident notification, the response or operating record shall be detailed enough for procurement, legal, engineering, delivery, and service teams to understand the obligation without a clarification call. Evidence shall identify accountable roles, review cadence, assumptions, and the control used to confirm continuing performance. Reference 1.
The party responsible for security incident notification shall maintain a durable audit trail showing decisions, approvals, exceptions, issues, and remediation activity. Assertions that cannot be linked to an operating process, measurable threshold, or named owner may be treated as unsupported during review. Reference 2.
Where security incident notification depends on information from another team, the dependency shall be stated explicitly with timing, format, escalation path, and consequences of delay. Silence, broad reservation, or informal side agreement shall not change the written obligation. Reference 3.
Governance for security incident notification shall be practical rather than ceremonial: the parties expect clear agenda items, current risk status, evidence-based decisions, and prompt escalation before a service, security, commercial, or delivery issue becomes material. Reference 4.
Records for security incident notification shall be retained in a form that permits reconstruction of the relevant event, approval, calculation, or service decision. The record should be understandable to a reviewer who was not present when the matter was originally discussed. Reference 5.
3  Risk Controls
Aurora Dynamics should maintain a current record of services that rely on Cobalt Cloud Services, including environment, workload classification, recovery dependency, data category, and operational owner.
Vendor oversight should include periodic assurance review, incident exercise participation where available, access governance evidence, business continuity review, and material exception tracking.
For risk controls, the response or operating record shall be detailed enough for procurement, legal, engineering, delivery, and service teams to understand the obligation without a clarification call. Evidence shall identify accountable roles, review cadence, assumptions, and the control used to confirm continuing performance. Reference 1.
The party responsible for risk controls shall maintain a durable audit trail showing decisions, approvals, exceptions, issues, and remediation activity. Assertions that cannot be linked to an operating process, measurable threshold, or named owner may be treated as unsupported during review. Reference 2.
Where risk controls depends on information from another team, the dependency shall be stated explicitly with timing, format, escalation path, and consequences of delay. Silence, broad reservation, or informal side agreement shall not change the written obligation. Reference 3.
Governance for risk controls shall be practical rather than ceremonial: the parties expect clear agenda items, current risk status, evidence-based decisions, and prompt escalation before a service, security, commercial, or delivery issue becomes material. Reference 4.
Records for risk controls shall be retained in a form that permits reconstruction of the relevant event, approval, calculation, or service decision. The record should be understandable to a reviewer who was not present when the matter was originally discussed. Reference 5.
For risk controls, the response or operating record shall be detailed enough for procurement, legal, engineering, delivery, and service teams to understand the obligation without a clarification call. Evidence shall identify accountable roles, review cadence, assumptions, and the control used to confirm continuing performance. Reference 6.
	Control area
	Current summary
	Review action

	Assurance evidence
	Annual assurance package reviewed by Aurora Dynamics security team.
	Track expiry and request updated evidence before renewal.

	Incident notice
	Cobalt Cloud Services provides incident notification to Aurora within 72 hours.
	Confirm contact route and escalation path before production expansion.

	Access controls
	Administrative access is expected to be controlled through named roles and logged activity.
	Request current access control summary during next vendor review.

	Continuity
	Service resilience depends on documented recovery procedures and regional failover readiness.
	Review exercise evidence and open remediation items.


4  Residual Risk Assessment
The residual risk is assessed as manageable with active oversight. Principal risk areas are dependency concentration, timeliness of upstream incident information, evidence freshness, and clarity of operational contacts during a fast-moving event.
For residual risk assessment, the response or operating record shall be detailed enough for procurement, legal, engineering, delivery, and service teams to understand the obligation without a clarification call. Evidence shall identify accountable roles, review cadence, assumptions, and the control used to confirm continuing performance. Reference 1.
The party responsible for residual risk assessment shall maintain a durable audit trail showing decisions, approvals, exceptions, issues, and remediation activity. Assertions that cannot be linked to an operating process, measurable threshold, or named owner may be treated as unsupported during review. Reference 2.
Where residual risk assessment depends on information from another team, the dependency shall be stated explicitly with timing, format, escalation path, and consequences of delay. Silence, broad reservation, or informal side agreement shall not change the written obligation. Reference 3.
Governance for residual risk assessment shall be practical rather than ceremonial: the parties expect clear agenda items, current risk status, evidence-based decisions, and prompt escalation before a service, security, commercial, or delivery issue becomes material. Reference 4.
Records for residual risk assessment shall be retained in a form that permits reconstruction of the relevant event, approval, calculation, or service decision. The record should be understandable to a reviewer who was not present when the matter was originally discussed. Reference 5.
For residual risk assessment, the response or operating record shall be detailed enough for procurement, legal, engineering, delivery, and service teams to understand the obligation without a clarification call. Evidence shall identify accountable roles, review cadence, assumptions, and the control used to confirm continuing performance. Reference 6.
5  Recommended Follow-up
Maintain a quarterly vendor evidence checkpoint, refresh the Cobalt Cloud Services contact matrix, confirm monitoring ownership, and ensure service teams understand the intake process for upstream security notices.
For recommended follow-up, the response or operating record shall be detailed enough for procurement, legal, engineering, delivery, and service teams to understand the obligation without a clarification call. Evidence shall identify accountable roles, review cadence, assumptions, and the control used to confirm continuing performance. Reference 1.
The party responsible for recommended follow-up shall maintain a durable audit trail showing decisions, approvals, exceptions, issues, and remediation activity. Assertions that cannot be linked to an operating process, measurable threshold, or named owner may be treated as unsupported during review. Reference 2.
Where recommended follow-up depends on information from another team, the dependency shall be stated explicitly with timing, format, escalation path, and consequences of delay. Silence, broad reservation, or informal side agreement shall not change the written obligation. Reference 3.
Governance for recommended follow-up shall be practical rather than ceremonial: the parties expect clear agenda items, current risk status, evidence-based decisions, and prompt escalation before a service, security, commercial, or delivery issue becomes material. Reference 4.
Records for recommended follow-up shall be retained in a form that permits reconstruction of the relevant event, approval, calculation, or service decision. The record should be understandable to a reviewer who was not present when the matter was originally discussed. Reference 5.
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